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Counter-Fraud and Anti-Bribery Response Plan 2021 
 
1.  Purpose 
1.1 The purpose of this Response Plan is to define authority levels, responsibilities for action and 

reporting lines in the event of suspected fraud, bribery or other types of dishonesty or misconduct, 
irregularity and impropriety. 

1.2 The use of the Response Plan will enable the Trust and its academies to: 

i. initiate a response; 

ii. prevent further loss; 

iii. where necessary establish lines of communication with the Police; 

iv. establish and secure evidence necessary for criminal and disciplinary action; 

v. notify funding bodies, if appropriate; 

vi. undertake relevant sanctions; 

vii. recover losses; 

viii. deal with requests for references for employees disciplined or prosecuted for fraud; 

ix. review the basis for the incident, the measures taken to prevent a recurrence, and any action 
needed to strengthen future responses to fraud (i.e. lessons learnt); 

x. keep all personnel with a need to know suitably informed about the incident and the Trust’s 
response. 

1.3 Each and every instance or suspicion of theft, damage, fraud, bribery or corruption will have its own 
set of circumstances. The Response Plan is provided as a standard outline for the management of 
such incidents. It is accepted that variations may sometimes be necessary. Staff are therefore 
authorised to work to their best endeavours, seeking advice and support at all times, to reach the 
best outcome for the organisation. 

 

2.  Reporting Incidents or Concerns 
2.1 It is vital all staff know that, should they become aware of any incidents or have any concerns in any 

of the areas described in the Policy, they can report them in confidence to their line manager.  If this 
would not be appropriate or the member of staff feels that their line manager has failed to take 
appropriate action, they can approach a member of the College’s fraud response group (FRG), 
namely: 

i. the Chief Financial Officer (CFO);  
ii. the Executive Principal (EP) 

iii. the relevant Academy Principal (AP); 

iv. the Director Human Resources, Organisation Development  & Marketing (DHRODM);   

v. the Company Secretary (CS). 

2.2 Staff may also use the Trust’s Whistleblowing Policy to raise their concerns.  
2.3 Members of the public, customers, suppliers, contractors and other organisations that the Trust works 

with are also able to report any incidents or concerns through the Trust or academy manager that 
they work with or the members of the FRG as set out in 2.1 above. 

2.4 Where anyone has a concern about the behaviour of a Director, they should contact the Chair of the 
Board of Directors or the Company Secretary. 

2.5 Any line manager must pass on incidents reported to them by staff or from outside the organisation, 
to the CFO within one working day.  
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2.6 In view of the important rules surrounding collection of evidence, line managers must not carry out 
any investigations themselves. 

2.7 Incidents or suspicions reports reported to any of the above individuals, will be shared with the other 
members of the FRG.  

2.8 When reports are received, it is important that the report is treated seriously and that all details 
provided are recorded accurately, in a timely manner and checked with the individuals making the 
report.  

2.9 It is essential that staff are put at ease, since the decision to report the suspected fraud may be 
traumatic for the individual concerned. Those reporting fraud should be assured that all information 
will be dealt with in the strictest confidence and that anonymity will be preserved if requested, unless 
doing so is incompatible with a full and fair investigation. The anonymity of any whistleblower must 
be guaranteed at the initial investigation stage. 

 

3. Initial Enquiry 
3.1 The FRG, led by the CFO (or the event that the COO’s position is compromised in any way, the EP), 

will convene within one working day of the report being received.  

3.2 On receiving the details of the suspected fraud, the FRG should undertake a limited review to 
establish whether further action needs to be taken. 

3.3 If this review suggests that suspicions are confirmed and that there is: 

i. sufficient evidence available, or likely to be available to justify disciplinary proceedings, or  

ii. action is required to recover lost funds or property following consultation with legal and 
insurance advisers as appropriate; 

the FGR will decide which individual or body is best placed to undertake a full enquiry, in discussion 
with the Chief Executive.  

 

4. Prevention of Further Loss 
4.1 Where the initial investigation provides reasonable grounds for suspecting a member or members of 

staff of fraud, the FRG will decide how to prevent further loss.  

4.2 Fraudulent or other dishonest or corrupt activity is regarded as a breach of contract and where there 
are reasonable grounds for suspicion then suspension, with or without pay, of the suspect(s) is likely, 
pending the outcome of enquiries. The rights of staff on suspension must be acknowledged, for 
example their right to union representation and to be informed of the reason for their suspension.  

4.3 It may be necessary to plan the timing of suspension to prevent suspects from destroying or removing 
evidence that may be needed to support disciplinary or criminal action. Suspect(s) should be 
supervised at all times before leaving the academy premises. They should be allowed to collect 
personal property under supervision but should not be able to remove any property belonging to the 
Trust. Any security passes and keys to premises, offices and furniture should be returned.  

4.4 Advice should be obtained on the best means of denying access to an academy while suspects 
remain suspended (for example by changing locks and informing security staff not to admit the 
individuals to any part of the premises).  

4.5 Similarly, access permissions to the Trust’s computer systems should be withdrawn without delay. 

4.6 Consideration (with advice from Internal Audit if necessary) as to whether it is necessary to investigate 
systems other than those directly highlighted in the report, such as those which the suspect may have 
had opportunities to misappropriate the Trust’s assets.  

 

5. Conducting a Fraud Enquiry 
5.1 On the basis of the evidence available and the outcomes from the initial enquiry, the FGR (in 
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discussion with the Chief Executive) should consider the significance of the fraud and decide on the 
level of action to be taken. This may be an investigation by the Police, an internal inquiry led by a 
senior member of staff or a special investigation led by internal audit. 

5.2 Before a decision is made, the FRG should consider whether it should meet with the Police to decide 
who is best placed to undertake further investigation. The Police are experts at investigating fraud 
and will be able to provide advice as to the likely outcome of any intended prosecution. Delays in 
contacting the Police may prejudice future enquiries and alerting them immediately is important since 
they will be able to advise on how best to proceed and the most effective methods to gather evidence. 

5.3 Police Involvement and Investigation 

5.3.1 If it has been agreed that a criminal investigation is necessary, all staff should co-operate fully 
with any subsequent requests or recommendations. All contact with the Police following their 
initial involvement will usually be via the CFO.  

5.3.2 A Police decision to investigate will not prejudice any internal disciplinary procedures or civil 
proceedings; however, an internal investigation should be co-ordinated with the Police 
investigation to maximise the use of resources and information and to ensure that neither 
investigation is compromised.  

5.3.3 The burden of proof required for a criminal prosecution is greater than that required for a 
disciplinary hearing.  If the Police decide to pursue the case, it must be recognised that they 
will then take the lead in the investigation and such involvement will almost certainly impact 
upon the timing and nature of any disciplinary proceedings. The FRG should continue to meet 
and maintain close liaison with the Police under these circumstances. 

5.3.4 A decisions by the Police or Crown Prosecution Service not to pursue the case does not 
invalidate the potential for civil or disciplinary proceedings.   

5.4. Internal Investigation 
5.4.1 When commissioning an internal investigation the FRG should agree the following matters:  

i. A detailed remit and scope for the investigation. 

ii. The appointment of an Investigating Officer who will undertake the enquiry. It is important 
that Investigating Officer is a member of staff who has received relevant training and has 
no direct involvement in the circumstances of the activity being investigated. 

iii. Reporting procedures and deadlines.  

iv. The need for ‘Losses and Compensations’ reporting once the pecuniary impact of the 
incident has been assessed (losses above specified amounts have to be reported and 
approval gained for write-off). 

v. A programme of regular review meetings. These meetings must be minuted to provide 
an accurate record of progress made, key issues, agreed actions and the reasons for 
those actions. 

vi. The legitimate investigative techniques which will be used, such as desk searches, 
CCTV surveillance and monitoring of electronic communications.  

vii. Whether it is appropriate to suspend any individual(s) giving due consideration as to 
whether such action would help or hinder the enquiry. This action should led by the EP 
as advised by the DHRODM. 

viii. Whether the actions or in-actions of any line manager or individual involved in the 
incident warrants investigation or action. 

ix. Public relations and media considerations; this is a particularly important if the matter 
has already been brought to the attention of the media or even reported to the Trust by 
the media sources. Any required action should be led by the Chief Executive supported 
by the Marketing Manager.  

x. Whether the circumstances are such that an immediate change in the Trust’s relations / 
procedures is required and / or specific unplanned audit work is needed in vulnerable 
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areas. 

5.4.2 The FRG may need to consider how and when evidence will be collected and preserved without 
alerting the suspect in the event that the suspect is not suspended and is still performing their 
role. 

5.4.3 As the FRG lead, the CFO is responsible for ensuring all documentation relating to the enquiry 
are of the standard required to support any disciplinary action and would be admissible as 
evidence in court. 

5.4.4 There is a clear requirement to record all details fully, accurately and in a manner that is 
accessible. A simple form to log all events and contacts made should be used to provide a 
quick summary, ease the recording process and provide documented support for any future 
enquiries or possible prosecution. 

5.4.6 An investigation must be conducted in a professional manner aimed at ensuring that the current 
and future interests of both the Trust and the suspected individual(s) are protected. 

5.4.7 A major objective in any fraud investigation will be the punishment of the perpetrator(s), to act 
as a deterrent to other personnel. The Trust will follow disciplinary procedures against any 
member of staff who has committed fraud. The Trust will normally pursue the prosecution of 
any such individual. Of crucial importance is the need to conduct investigations within the 
parameters of relevant laws and regulations. 

5.4.8 Employees have certain statutory rights, and if infringed, the likelihood of success of 
disciplinary action is diminished. It is vital, therefore, that any interviews with suspects are 
undertaken strictly in accordance with established procedures.  

5.4.9 No interviews should therefore take place without first seeking advice from the Police (if 
relevant) and from the DHRODM as to the relevant procedures and rules to be followed. No 
interviews should take place without first seeking advice from the DHRODM and, if necessary, 
the Police on the relevant procedures to be followed, having regard to the need to avoid 
prejudicing any criminal proceedings. 

5.5 Special Investigation 

5.5.1 A special investigation may be necessary in the following instances: 

i. where a member of the Executive Team is implicated and / or; 

ii. where suppliers, contractors or external organisations are involved and / or; 

iii. where the circumstances of the fraud are particularly complex, involving a very high 
value  or involving significant reputational issues. 

5.5.2 A special investigation should not be undertaken by management but will be carried out by the 
Trust’s internal auditor or an external organisation which specialises in such investigatory work. 

5.6 Internal Audit 
5.6.1 The FRG can request the Trust’s internal auditors to review and report on the adequacy and 

effectiveness of the Trust’s internal controls in response to an incident of fraud. 

5.6.2 In this situation, internal audit should also consider whether it is also necessary to review and 
report on other internal controls, beyond those that were directly involved in the fraud and make 
appropriate recommendations for the consideration of the FRG.  

 

6. Reporting Requirements 
6.1 The FRG will need to determine when and how to report to: 

i. the Chief Executive - by the CFO; 

ii. the Corporation Chair - by the Chief Executive; 

iii. the Chair of Audit Committee - by the CFO or, where relevant, the Internal Auditor; 
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iv. the Education Skills Funding Agency (ESFA) - by the Chief Executive. 1 

v. Action Fraud. 

 

7.  Outcomes of Investigations  
7.1 Final Written Report 

7.1.1 For an internal or special investigation, the Investigating Officer will prepare a final written 
report for the FRG. This report will be the definitive document on which decisions relating to 
the conduct of the individual(s) involved in the allegation of fraud will be made. The report may 
also be shared with the Police.  

7.1.2 The format of the final report will vary according to the circumstances of the matter investigated; 
however it will typically include the following areas:  

i. how the investigation arose; 

ii. the name, role and responsibilities of the member(s) of staff involved in the suspected 
fraud; 

iii. the methodology used to undertake the investigation; 

iv. the evidence which was identified; 

v. the facts identified during the investigation and the findings on those facts; 

vi. a quantification of loss; 

vii. progress with any criminal action; 

viii. progress with any recovery action or proposals to recover losses; 

ix. recommendations regarding the fraud itself and any additional work required on the 
system weaknesses identified during the investigation. 

7.1.3 Once the FRG is satisfied that all evidence, which can be collected cost effectively, has been 
obtained, the investigation will be concluded.  This decision must be taken in the context of the 
nature and scale of each incident. 

7.2 Disciplinary Action 
7.2.1 If fraud is proven which involves staff, appropriate disciplinary action will be taken. Such action 

may be considered not only against those found to have perpetrated the fraud, but also against 
managers whose negligence may have facilitated it. 

7.2.2 Disciplinary action will be taken in accordance with the Trust’s Disciplinary Policy and 
associated procedures.  

7.2.3 The FRG will make a recommendation as to the level of action warranted (from a formal 
warning to dismissal with loss of pension rights) in relation to the nature and scale of the 
incident, the available evidence and, possibly, any mitigating circumstances 

7.2.4 If disciplinary action is to be taken against a member of any professional body, that body should 
be informed of the circumstances so that they can consider disciplinary action in their own right. 

7.3 Reporting to the Audit Committee 

7.3.1 On completion of an investigation, a written report should be submitted to the Audit Committee 
containing: 

i. a description of the incident, including the value of any loss, the people involved, and 
the means of perpetrating the fraud 

ii. the measures taken to prevent a recurrence, and 

 
1 The circumstances in which the Trust must inform its funding bodies of actual or suspected fraud are set out in the 
ESFA’s Academy Governance Handbook. 



7 

iii. any action needed to strengthen future responses to fraud, with a follow-up report on 
whether or not the actions have been implemented. 

7.3.2 The Audit Committee Chair will report on the outcome of the investigation to the Board of 
Directors at its next meeting.  

 

8. Conducting an Enquiry into Misconduct, Irregularity and Impropriety 

8.1 Any suspected incidents of misconduct, irregularity and impropriety which fall short of criminal 
behaviour will be investigated in accordance with this Response Plan without the need to involve the 
Police. 

 

9.  Recovery of Losses 
9.1 The Trust will seek to recover losses for every fraud incurred and therefore recovering losses is a 

major objective of any fraud investigation.  

9.2 In all investigations, the amount of any loss should be fully and accurately quantified and recorded 
and repayment should be sought. 

9.3 Where the loss is substantial, legal advice should be obtained without delay about the need to freeze 
the suspect's assets through the court, pending conclusion of the investigation and about prospects 
for recovering losses through the civil courts, where the perpetrator refuses repayment.  

9.4 The Trust would normally expect to recover costs in addition to losses and therefore all costs 
associated with enquiries should be recorded. This information will be required under loss reporting 
procedures and may also be required by the courts if the decision to prosecute is taken and in 
determining any assessment of costs or compensation and insurance recoveries. 

9.5 The possibility of recovering a loss through insurance should not be overlooked. There may be time 
limits for making a claim and in certain cases claims may be invalidated if legal action has not been 
taken. 

 

10.  Lessons Learnt 
10.1 Irrespective of the outcome of the investigation, after its conclusion it is essential for the FRG, together 

with internal audit to consider: 

i. the lessons learnt from the situation; 

ii. to identify any weaknesses in internal controls and to agree changes to strengthen processes 
and controls to prevent a reoccurrence of the situation; and 

iii. to assess the effectiveness or deficiencies of the Response Plan and the actions taken in line 
with it.  

10.2 The questions asked during the lessons learnt activity may include the following:  

i. How and why did the fraud occur?  

ii. What controls / systems failed? 

iii. What controls / systems were overridden?  

iv. Why wasn’t the fraud detected earlier?  

v. What red flags were missed by management?  

vi. What red flags were missed by internal audit?  

vii. How can future frauds be prevented or more easily detected? 

viii. What controls / systems need strengthening? 

ix. What internal audit plans and audit steps need to be enhanced?  
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x. What additional training is needed?  

xi. How effective was the Response Plan? 

xii. What worked well during the investigation and what did not? 

10.3 The outcomes from this activity should be presented to the Audit Committee, together with an action 
and implementation plan, for scrutiny and challenge.  

 

11. Register of Actual/Attempted Fraud Incidents 
11.1 The CFO will maintain an up to date register of actual and attempted fraud incidents. As part of the 

notification procedure for potential frauds the CFO will update the register to include all notifications 
of potential fraud. 

11.2 If subsequently an investigation leads to the conclusion that a fraud neither took place nor was 
attempted, the potential fraud will be removed from the register. 

 

12.  References for Employees Disciplined or Prosecuted for Fraud 
12.1 Any request for a reference for a member of staff who has been disciplined or prosecuted for fraud 

shall be referred to the DHRODM who shall prepare any answer to a request for a reference, having 
regard to employment law. 

 

13.  Review of the Fraud Response Plan 
13.1 The Fraud Response Plan will be reviewed as part of the review of the Counter-Fraud and Anti-

Bribery Policy; however if during the response to a fraud, changes to the Response Plan are identified 
these will be implemented following the conclusion of the ‘lessons learnt’ activity.  


